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1. Government to Government Relations
a. The indian Nation named above and the State of Washington are sovereign governmenis. The indian
Nation and DSHS agree to these Special General Terms and Conditions for the purpose of furthering
the government-to-governmeni relationship acknowledged in the Centennial Accord and to achieve
thelr mutual objectives of providing efficiant and benaficial services o the public.
b. Nothing in this Agreement shall be construed as a waiver of ribal sovereign immunity.
2. Definitions

a. “Agreement” means this Indian Nation Dala Share Agreement, including ail documents attached or
incurporated by reference,

b, “Centennial Accord” means the agreement entered into hetween faderally recognized tribes in
Washington State and the Stale of Washington on August 4, 1588,

¢, "GF means the Custodial Parent.
d. "CFR" means the Code of Federal Regulations.
a. “DCB" maans the Division of Child Support of the Economic Services Administration.

f. "DSHE means the Department of Social and Haalth Services of the State of Washington and its
administrations, divisions, programs, employess, and authorized agents.

g. "FTV means Federal Tax return and return information,
h. “IRC” means infernal Revenue Code.
L UIRS" means Internal Revernuse Service,

i “IRS Publication 10757 is an IR publication entitted "Tax Information Securily Guidelines for Federsl,
State, and Local Agencies - Safeguards for Protecting Federal Tax Relurns and Return Information.”

kK. "NGP” means the Non-Custodial Parent.

L “Crdar State” means the siate that issued the child support arder.

m. “Personal information” means information identifiable to any person. This includes but s not limited to,
information that relates {o g person's name, haalth, finandes, edycation, businass, use or recaipt of
governmenial services or other activilies, addresses, tstephone numbers social security numbers,
driver ficanse numbers, other identifving numbers, and any financial identifiers,

n. "ROW" means the Revised Gode of Washingion.

g. "SEMS" means Support Enforcement Management System.

g, “TANF" means Temporary Assistance 1o Neady Families.

q. “Tribe” means the entity performing services pursuant to this Indian Nation Program Agreament. This
includes the Tribe's officers, directors, rustess, emplovees and/or agents unless otharwise stated in

this indian Nation Program Agreement. For purposes of this indian Nation Program Agreemant the
Tribe is not considered an employee or agent of DEHS,
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r. “Tribal IV-A Program” or “Tribal TANF Program” means an Indian Tribe in Washingion State that
administers a federaliy-approved TANF program.

s. “Tribal IV-D Program” or “Tribal Child Support Program” means an Indian Tribe in Washington State
that administers a federaily-approved child support program.

t. "USCT means the Linited States Code.
u. WAL means Washington Administrative Code,
3. Purpose
This Agreement is necessary in order for the DSHS Division of Child Support (DCS) 1o provide federal
offset certification action on cages involving Tribal Child Support or Tribal Temporary Assistance 1o Needy
Familiss {TANF} programs.
4. Satement of Work
a. CASE REQUIREMENTS
Before sending DCS a referral for federal offset cartification, the Tribe must enéur& the case mests the

faderal ragquirements fisted in 48 CFR 303,72 {20, or successor or replacement statute, The
requirements are currantly as foliows:

(1) The debt must be based on an established court or administrative order.

{2} The NCP's name and sockal security number (33N} must be correot.

{3) The Tribe must provide a current addrass for a nonassistance CP.

4} For a TANF case, tha dabt must be af least $150 and past due for at least thirty (30) days.
{5) For a nonassistance case, the debt must be at lsast $500.

{8 Spousal support may be cerfified providing child support and spousal support are payable
uridar the same order and the minor child is living with the CP.

. REFERRAL PROCESS FROM A TRIBAL W-D PROGRAM

{H The Tribe requests federal offset services by sending a referral to the local DCS field office for
gach NCP case they warnd certified. The referral will include, but is not limited to:

{a) Child Support Enforcement Transmilial #1 — inlial Reguest
{t) Relovant court orders
{c} Debt calcuiation

{2) The Tribe will indicate on the referral that they are requaesting Federal income Tax Refund
Offset Services,

¢. PAYMENT OF ADMINISTRATIVE COBTS

Within 30 days of the date of the DCS Billing Statement, tha Tribe will pay for the administrative costs
that the faderal government charges sach State for federal offset. Subject to any future changes, these
federal charges are currendly as follows:
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{1} $.50 for the pre-offset notice sent to the NCP
{2y $14.75 if faderal offset funds are intercepted
{3 17.00 if administrative offset funds are intercepted

Exception: DCS will not bill the Tribe for these costs if DCS, on its own behalf, also cerlified for federal
offset another debi for the same NOP in the same tax year.

d. DISTRIBUTION QF FEDERAL OFFSET FUNDS

{1} DOE will distribute federal income tax refunds owing to the Tribe within two {2) days of receipt if
ang of the following is trus:

(&) The NCP did not file a joint relum.

{&) The NCP filed a joint raturn, and an injured spouse claim was filed with the original
ingome tax return.

{2} If the NCP tiled a joint retum on a non-TAMNF case, but no injured spouse claim was filed with
the original income tax return:

{8} DOS will distribute up o 50% of the income tax funds owing 1o the Tribe within 2 days of
receipt.

(b} DS will distribute the remaining funds within 120 days of receipl, uniess an injurad
spouse claim is filed.

i if the CP claims that the 120 day delay of the {ax refund causes undue hardship,
OCS will forward the request 1o the Tribe. The Tribe decides if and now o grant
refief regarding the portion of the funds being held on the Triba's behalf.,

. if the Tribe decides it wants {o send any funds o the CP hefore the 120 days, the
Tribe must notify the DTS Tribal Lizison in writing of the decision. DCS
Headaguarters will then send the funds to the Tribe for distribution to the CP.

{c} If DCS distributes funds to the Tribe, and an injured spouse claim is later flled, the Tribe
agreas to repay the funds. DOS will work with the Tribe to establish a payrment plan for
the repayment of these funds to DCS. {The majority of injured spouse claims are filed
within 120 days of DOS receiving the funds, howsver the NCP's spouse has 8 years to
file a claim),

{3} DTS does not avtomatically hold In suspense any portion of the funds on a TANF case.

{4} The Tribe agrees 1o rapay DOS funds if a portion of the funds distribuled 1o the Tribe must be
returngd dus 0

i. The wrong individual heing certified,
ii. Debtinaccuracy. This does not apply if DCE caused the debt inaccuracy.

08 will work with the Tribe to establish a payment plan for the repayment of these funds lo
DCS.

{53 The Tribe agress to retum fo DCS any portion of the funds that resull in an overpayment due to
NCP payments Tollowing certification,

[33HS Candral Contract Sandees
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Excaption: if the Tribe verifies with DCS thal the NCP does not have any other debts certified
for federal offset, then the Tribe can refund the payment directly to the NCP.

2. ADMINISTRATIVE REVIEW ON CABES REFERRED BY A TRIBAL V-1 PROGRAM

i the NOP requesis an adminisirative review because the NCP contesis certification of a debt to the
internad Revenue Service (IRS):

(N DCS will send a copy of the administrative review 1o the Tribe,

{2} if there is only tribal interest in the gertified funds, the Tribe will parform the informal settlement
process and the administrative review process and notify DS in writing of the decision.

{3) in cases where there is a joint iribal and DO interest in the cedified funds, DUS and the Tribe
will work together 1o provide the administrative review:

{a} BUS will make the final determinalion on the portion of the dabt it certified on its own
hehalf.

{b) The Tribe makes the final determination on any debt certified on s behall, and provides
DCS with written recommendalions instructing DCS if and how 1o provide ratief to the
NCP.

Mote: Trhe NCP may choose lo affirmalively request that the arder state or order ribe perdorm
the administrative review if the 1V-D) Tribe did not issue the order. If the tribe who certified the
dabi does not have a V-0 program with an esiablished administrative review process, then
aither DOS or the giale or tribe {which issued the order on which cerlification is basad), must
perform the review,

3 If the NCP objects to the adminisirative review decision, and asks for further review, DCE and
the Tribe will follow a similar process as listed in (1) - {3) above.

f. CASE CLOSURE
DOCS federal offast cases from IV-D Tribes should be closed sach year after the offset has been
recelved and distributed. These cases can be reopenead the nexd yvear if faderal offset i3 again
raquasted.
The Tribe shall reques! closure of the case after the Tribe receives the IRS offsat funds for the tax
yegr. The Tribe requests closure by complaeting a Child Support Enforcement Transmittal #2 form and
indicating that they are requesling closure.
DCS will not close the case untll one of the following oocurs:
{1} The Tribe sends DCS g Child Support Enforcement Transmittal #2 form, reguesting dosure,
{2} The federal offset funds pay off the entire debt.

g. BESCRIPTION OF THE DATA
{1} PGS shall send to the Tribe applicable federal offset funds and provide designated staff of the

Tribe with IRS information from BEMS, nacessary for the processing and distribution of those
funds, :

GEHE Cantrat Condract Senices
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{a) At the reguest of a Tribal V-0 or WV-A program, DCS shall release the following
infarmation:

i Confirmation that a payment received was the result of a federal offsetl.
H. Whether a jaint return was filed.
.,  Whether an injured spouse claim has been filed.
{b} For Tribal (V-I programs, DOS shall aiso release the following information:
i The total amount of the intercept if a hardship review is reguested.

H. The spouse’s name in the case of a joint filing if a refund is necessary due o an
ovarpaymernd,

i The addrass of all parties on the return if 2 refund is necessary dua to an
ovarpayment.

iv. All documentation pertaining o the request for an administrative review or a
hardship review.

4] The Tribal V-0 program will provide monthly spreadshests to DOS listing critical debt
information for each case certified for federal offset {see h.l.c),

h. ACCESS TO FEDERAL OFFSET PAYMENTS AND RELATED DATA
{1} METHOD AND FREQUENCY OF ACCESS/TRANSFER

{a}) DOCS will provide the dala listed in g. (see above) by the following methads: mall,
secured emall, telephone, or fax.

i. it matled, the data (hard copy} will be sent through the United States Postal
Service (USPS) with tracking and delivery confirmation.

i, If faxed, the recelving fax machine must be locatad 50 that it is only accessible by
Tripal siaff with authorized access 1o the data, DOS will Include a fax cover sheet
that notifies e reciplent of ihe sensithily of the dala, and o report the disclosurs
and confirm destruction of the fax if & was receivad by an unintended reciplent.

(b} DCS will send applicable federal offset funds to Tribes via elecironic funds transfer
{EFT).

{c}  The Tribal IV-D Program must submil a monthly spreadsheet (o the Tribal Liaison in the
iocal DCS figld office by the 10" of every month. The spreadshaet is reguirad to ensure

that the debi certified for federal offsst is accurate. The spreadshest must include the
following information for each case:

i, NCP's name and social security numbey
if. CPsgname
. DCS case number (D#) i known

DSHE Central Contract Berdoss
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iv. Balance of the debt as of the last day of the prior month

v.  Date and amount of fast payment included in the debt balance

{#) PERSONS HAVING ACCESS TO DATA

All SEMS records are confidential and shall only be used for child support requirements of
Teibad Child Support and TANF programs.

Al information and funds received as a resull of federat offset is confidential. The Tribe shall
ensure that only designated staff have access to information necessary for the processing and
digtribution of funds received from faderal offset.

. SECURITY OF DATA, CONFIDENTIALITY, AND NONDISCLOSURE

1) The Tribe agrees fo comply with IRS Publication 1075, which ingludes very specific criteria for
aintaining, using, storing, safeguarding, reporting and destroying FTL This includes, bul ks not

limtted o

{a) FT1 includes a taxpayer's identily and the nature, source, or amoaunt of a payment.

{b) Maling sure any notes and all FT1 are shredded appropriately and timely {(5/18 “on the
hias or cross cut shradded).

{c} Not sending FT1 in the text of E-mail. Messages containing FT1 must be attached and
ancryplad.

{ci} Confirming a NCP’'s address from IRS information via a second source.

{8} Activating a screensaver password on a PC at all times.

Becuring IRS information at all imes using bwo barriers under normal security: secured
perimeteriocked container, locked perimetet/secured interior, or locked perimeter/
sacurity cortainer. During duty hours, deny actess 1o areas containing FT1 by restricted
areas, securily reoms, or locked rooms. During non-duly hours, FTH in any form {(hard
copy, printout, photocopy, notes, backups, elc.) must be protected through a
combination of mathods: secured or locked perimester; secured ares; or contalnerization
{locked containers, security containers, safes or vaults). FTI must be containerized in
areas where other than authorized employees may have access afler hours.

i BSecuring keys to IRS cabinet and account for all keys on a master Rey log,
fi. Maintaining logs that track receipt, use and destruction of IRS reports.
i, Mairtaining up-to-date access list to restrict access to FTL
v Testing IRS locking cabinet periodically to ensure security.
A Ensuring adequate back-up coverage axists (o maintain consistent security.

i Praferably not co-mingling data with FTL i FT1 s co-mingled with other data, all
so-mingled data will be protecied as FTIL

{2) Al Tribal staff with access o income fax information and paymeanis must

DIBME Gentrat Conbract Services
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()

(4}

{6)

{7

{a) Be briefed on security procedures and instructions for protecting federal tax information.

b} Yearly reviaw the IRE Confidentiality and Security training siides (Bes Exhibit) and sign
a DBHS Confidentiality Statemant Tribal Employee form.

Thia Tribe shail take reasonable pracautions o secure against unauthorized physical and
glectronic access to data. This includes protaction of the following:

{a} Confidential data will be stored gentrally, on secure servers. Servers and backup media
will be kept in locked rooms, with access limited {0 authorized persons. The data will be
viewed locally on workstation computers, via nelwork shares, access to which shall be
restricted to authorized users through the use of access control lists (ACLs) and
authentication with a unique user iD and complex password and/or other, secure
authentication mechanism. Passwords will be changed at least every 80 days.

() Confidential data stored by the Tribe may not be accessaed remolely - no use of
extarnal networks (8.0. the internat) will be allowad.

{c} Confidential data will not be ransferred to any portable device or media e.. laptops,
optical discs (COs/DVDs), flash memory devices {thumb drives), or personal digital
assistanis (PDA). However, confidential data may be copled to media as partof a
sacure, central backun process.

{d} Printed working documents will be securad whan work stations are unattended.

{2} Access to work areas will limited to authorized staff only,

The Tribe shall track the localion of any copigs or backups of dala provided by DSHS. The
method of tracking shall be sufficient o provide the ability to audit the protections afforded the
copled data sels.

The Tribe shall notify the DSHE Contact listed on page one of this agreemert within one (1)
husiness day, upon discovary of any compromise or potential compromise of confidential or
sensitive data shared by DSHS with the Tribe.

Tha Tribe will prompily destroy the dats when the work is complated andior the need for
ratention of the records is no longer required. Paper documsanis may ba shredded or pulpad,
and magnetic or slectronic media may be handied as stated below in (7} below,

The Tribe shall remove dala received under this Agresment from computer equipment after ifs
been used for its stated purposes by using a "WIPE” utility for purging the Data from electronic
storage media, degaussing the media, or physically destroying the media in such a way that
{Data cannot be recovered. Medin includss, but is not limiled to, the following:

{a) Hard drives {worksiation and network) ~ Zero-fill or Wipe ufility to destroy dada in file
SPAcs,

) Floppy disks — Physical desbruction of the media.
{x} Magnetic tapes (reels or cartridges) — Degaussing or cross-cut shredding of the tape
{d) L0s/0VDs — Beour readable (label) side with coarse abrasive or shrad.

(&) ZiplJAZZ disgis and other rempvable magnelic media (other than foppy disks) - Madia
and associated accepltable data destruction meihods are: Zaro-fll or Wipe utility,

DEHS Central Contrand Semvices
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N Flash memory and memory cards (Compact Flash, Secure Digital, Mamaory Stick, efe.) -
Zero-fill or Wips utility.

{8} in the case of hardware failure, the Tribe must protect data by sither remaving the hard drive
hefore shipping equipment for repair, or 2 tribal child support employee will be presant whils
equipmant is repaired on gite.

{9) Data provided by DSHS remains DSHS property. The Tribe will dispose of all copies of any
daia sets in it's possession within 30 days of the date of termination, and certify such
destruction to DSHS. DEHS shall be responsible for destroving the returned documents io
ensure confidentiality is maintained.

{10y Data provided by the Tribe will be stored and handled by DSHS, but will remain tribal property.

{11}  in accordance with 26 USC 6103, 42 USC 654 (28), 45 CFR 309.80, RCW 26.23.120, RCW
74.04.060, and WAC 288-14A-2105 through WAQC 388-14A-2180, any information concarming
individuals who owe 3 support obligation or for whom support enforcement services are baing
provided is private and confidential. The Tribe shall protect information according to applicable
state, federal and tribal laws, .

{12) The Tribe shall not disciose, fransfer, or sall any information as described in this agreement {o
any parly in whole or in parl, or to any individual or agency not specifically authorized by this
agreement except! as provided by law.

i MONITORING

(1) Annuyally, the Tribe will ensure that all Tribal staff with access o FThL
{a) Take the yearly training (reviewed the IRS Confidentiality and Security training slides).
(b} Sign a new DSHS Confidentiality Statement Tribal Emploves form.

{23 To ensure FT safeguarding measures are maintained, the Tribe will:

{a} Parform internal inspactions.

) Complete an RS confidentiality and securily program report and yearly submit # fo the
DEHS Contact listed on page 1 of this contract, DOS will include a synopsis of the raport
in the DCS Safeguard Activity Report (SAR).

i) Tha Tribe will monitor compliance with requirements of this agreement.

k. LEGAL REFERENCESD IN THIS CONTRACT

All references in the contract to IRC, USC, CFR, ROW, or WAL chapters or sections shall include any
sycoessor, amanded, or replacement code, regulation, or statute.

3. Dispute Resolution
DEMS and the Tribe agree b resolve disputes that arise as follows:

a. DEMS and the Tribe shall atternpl 10 resolve the matler through informat discussions and
nagotiations.

h. If informal discussions prove unsuccesshul, then the parties agree to submil their dispules o a
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Dispute Board. Each party to this Agreement shall appoint one member 1o the Dispute Board. The
members shall iointly appoint an addiional mamber to the Dispude Board, The Dispute Board shall
review the facts, confract terms, and applicable statutes and regulations and make a détermination
regarding the dispuls.

Either of the parties may request intervention by the Governor at any tims. These dispute resolution
procaduras shall not modify or raduce the indian Nation's righis to judicial proceedings.

§.  Amendments or Termination
a. AMENDMENTS
This contract may be alterad or amended by written agreement signed by both parties.
b, TERMINATION |

{1} Either party may terminate the agreement by giving the other party at lsast thirty (30) calendar days
written notdice.

{2} The Contracts Administrator may terminate the agreement

{2} For default, in whole or in part, by written notice 1o the Tribe ¥ DBHE has a reasonable basis i
heliove that the Indian Mation has breached any provision or condition of tha Agreament.

(o) if an extornal entity {i.e. Inlernal Revenue Service, faderal Office of Child Support
Enforcement), determines that 3 breach has occurred by DSHS or by the Tribe.

{t} The Contracts Administrator shall give the Tribe at lgast fen (10) business days notice of DSHE’
intent to terminate the agreement, along with a summary of the facts supporting such
terrmination (.. Monthly Spreadshaet nol provided; Administrative Costs are not paid within 30
days of billing; unauthorized use, ingpection or disclosure of federal tax return and retum
information; efc.).

{d) The Tribe shall have at least ten {10} business days to cure the default or longer if agreed by
DEHS and the Tribe. In the svent of a continuing pattern of defaull, the Contracts Administrator
shall not be raguired to provide a cufs period.

AFPROVED AS TO FORM BY THE OFFICE OF THE ATTORNEY GENERAL
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Exhibit
IRS Confidentiality and Security Training Slides

IRS CONFIDENTIALITY
AND SECUR

IRS provides certain
return information to
federal, state and local

child support
enforcement agencies
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v o .gnd gxgapfﬁs cigiol el

am‘h@rnmd« no emplovee of the U.S.,
no ampiayae af aﬁy 5‘%@?@ g local

shall dssciasa any mmrn mfams:?mn
obtained by him in any manner in
connection with his service og an
employee...

The making known of
any refurn or return
information in any
manner fo anyone.

ik
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232007

- Wiliful disclosure of return/return
information

- Felony
- Fine not to exceed 35,000 or

- Imprisonment not to exceed five (5)
year, or both,

+ Cost of prosecution, and |
- Dismissal .

« Unauthorized Inspection

- Fine not exceeding $1,000, or

- Imprisonment not to exceed 1
year, or both, with

- Cost of prosecution.

8HS Central Contract Services _
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423720607

- Civil damages for unauthorized
disclosure of return/return
information

- The greater of: $1,000 for each
act of unauthorized inspection or
disclosure or actual damages plus
punitive damages plus the cost of
the action, :

IRC §6103(p)(4}): os a condition of
receiving return/refurn
information must comply with
specific criteria for maintaining,
using, storing, reporting and
destroying return/return
information,

{1343 Central Contract Services
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IRC §6103(a)

- Returns and return information
shall be confidential..no employee...
- shall disclose any return

- information obtained by him in any

- manner®

- *Thiz does not apply to tox information received
directly from the NCP. P or their represeniative,

8
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Only scenss TRS information when nesessery tu perform
their &uﬁss
m note Juited down from IRS repert Mamaﬂm
~ thiz includes addresses without ?W identify
infarmation, Eves without the o e mwmy
a'zfm?m m?mm 2 IRS reviure and off the some
safaguards necrisary for proterting TS reports wmust be

Be awore that “B9" payment type on the Case Financil
soreen i3 congidered TRS information
Mm%&ad@mfm%ww?vwamm
w aa U&?S eaployer, e¥e.,) before adding i 1
'A@?Mz ﬁm wmw password on FC of aoll times {be
sure fo reactivate after samdes wfmeﬂ B PO "

IRS reporis ot oll timas |
Securs keys to IRS cobinet and secount for all
keys on a Maxter Key Log,

Madwtain logs thet frack recaipt, use and
destruction of IRS reports within their office,
Maintain up-to-~date Access List to restrict
IRS report ucoess Yo anly & staff meeting
annual training requireme
ﬁa@mm%mﬁaﬁm:’& 1% are
shredded appropriotely and timely (5/16” on the
blas or cross cut shredded)
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A23/2007

- Test IRS locking cabinet lock
periodically to ensure security

ate back up

- Ensure that adequs
coverage exists fo maintain
consistent security when primary
IRS Custodian gone
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